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Cybersecurity for Our Industrial Control System, Which is
Now a Target for Attack
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Cases have been reported in which the Harmonized Automation System—Dependable Open (Harmonas-
DEO™), originally developed by Azbil Corporation in 1996 as the first open industrial control system (ICS), has
been infected by a computer virus or other malware by means such as a USB flash drive. Moreover, last year
a remote access cyberattack through the information network was detected. Serious new threats are therefore
now a reality. Azbil, in addition to developing the open ICS, has been taking extensive preventive measures for
ICS cybersecurity. In this article we discuss our efforts to develop a highly secure product, efforts that resulted
in ISASecure Embedded Device Security Assurance Certification.
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