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Cybersecurity measures for the savic-net FX/G5 building
management systems
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To protect each component of its building air-conditioning systems, Azbil has been using measures such as
public key cryptography to prevent tampering with programs, and firewalls to foil attacks through the network.
In order to further tighten security, we have now implemented functionality that prevents malicious attackers
from running unauthorized programs on the component equipment of the building air conditioning system
(programs that are not on a white list of allowed executable files) and that warns operators with an alarm

when an unauthorized access attempt is detected.
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